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British Handball Association: Data Protection Policy

1. Aims of this policy

The British Handball Association (BHA) needs to keep certain information on its staff, players (including their emergency contacts), parents/guardians (where players are under 18), volunteers, suppliers, and website users to carry out its day to day operations, to meet its objectives and to comply with legal obligations.

We are committed to ensuring any personal data will be dealt with in line with the General Data Protection Regulations 2018. To comply with the law, personal information will be collected and used fairly, stored safely and not disclosed to any other person unlawfully.

The aim of this policy is to ensure that everyone handling personal data relating to BHA activities is fully aware of the requirements and acts in accordance with data protection procedures.

2. The General Data Protection Regulations (GDPR)
In line with GDPR principles, the BHA will ensure that personal data will be:

a) Processed lawfully, fairly and in a transparent manner in relation to individuals;

b) Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes;

c) Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;

d) Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;

e) Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods (up to 7 years) insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals; and

f) Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.

The definition of ‘Processing’ is obtaining, using, holding, amending, disclosing, destroying and deleting personal data. This includes some paper based personal data as well as that kept on the computer.

The BHA processes the following personal information:
· A range of player related information including date of birth, contact details, medical notes, emergency contacts, and performance statistics.
· Contact details and DBS/PVG checks of coaches, team managers, and volunteers
· CVs and associated interview notes regarding recruitment
· Expense claims and payment details
Personal information is kept in the following forms:
· Excel Spreadsheets
· Word Documents
· Paper documents
Groups of people within the organisation who will process personal information are:
· Coaches
· Team Managers
· Board of Directors
· Administrators
· Volunteers

3.  Notification and Authorisation

We process personal information to enable us to oversee the Great Britain handball teams at all age groups, and/or those funded via the BHA, to provide elite coaching, to promote all forms of handball, to maintain our own accounts and records, and to support and manage our players, staff, and volunteers.

As we hold sensitive personal information in relation to players we ask for their consent to use their data in line with our policies.


4. People, Risks and Responsibilities
Under the Data Protection Guardianship Code, overall responsibility for personal data rests with the governing body. 

All Coaches, Team Managers, Board members, Administrators, and Volunteers who process personal information must ensure they not only understand but also act in line with this policy and the data protection principles.

5. Coaches, Team Managers, Board members, Administrators, and Volunteer Guidelines
To meet our responsibilities, coaches, team managers, board members, administrators and volunteers will:

· Ensure any personal data is collected in a fair and lawful way;
· Explain why it is needed at the start of contacting the individual;
· Ensure that only the minimum amount of information needed is collected and used;
· Ensure the information used is up to date and accurate;
· Review the length of time information is held;
· Ensure it is kept safely;
· Ensure the rights people have in relation to their personal data can be exercised.
We will ensure that:

· Everyone managing and handling personal information is trained to do so;
· Anyone wanting to make enquiries about handling personal information knows what to do;
· Any disclosure of personal data will be in line with our procedures;
· Queries about handling personal information will be dealt with swiftly and politely;
· We will promptly remove anyone wishing to have their personal data erased from our records.

6.  Training

Training and raising awareness about the General Data Protection Regulations and how they are followed in this organisation will take the following forms:
· On induction: This Policy is provided for reading and notification of understanding. Individual tuition is also given on a one to one basis, where appropriate, to ensure that the principles are known and understood.
· On at least an annual basis the Policy (or any material update) is sent to those individuals (whether Coaches, Team Managers, Board members, Administrators, and Volunteers) engaged in handling data to refresh their knowledge of the topic.

7. Data Storage Guidelines
Before personal information is collected, we will consider exactly what information we need as a minimum and who will have access to that data.

We will take the following measures to ensure that personal information is kept securely:

· All information is retained on a secure medium (e.g. server, PC, locked cabinet);
· Access to the secure medium is limited to only approved individuals;
· Access is password controlled.

8.  Records Management
The below table gives a guideline of how long we keep different data, where it is kept and how often it will be destroyed/deleted/anonymised. This covers all electronic (soft copies) as well as all paper/physical (hard copies).

It is the responsibility of all individuals who handle personal information to ensure this is completed in a timely fashion, such that personal information is not held longer than is necessary for the purpose in which it was collected. Remember that you can always re-collect personal information in the future e.g. if a player is no longer selected for a squad then their personal information should be deleted in a timely fashion as it can be recollected in the future should they be re-selected.

	Document Type
	How long to keep it for
	Frequency to be reviewed/carried out

	Player information including DOB, contact details, medical information, expense payment details, and emergency contacts
	As long as a player is part of a BHA squad or development programme
	As required

	Player medical information and performance statistics
	3 years
	Annually

	Player performance statistics relating to competitive games e.g. caps, goals scored
	No time limit – retained for archiving/ historical purposes
	N/A

	Personal information (non-player)
	As long as the individual fulfils a role (coach, volunteer etc) at the BHA
	As required

	DBS/PVG checks 
	As long as the individual fulfils a role (coach, volunteer etc) at the BHA
	As required

	CVs and associated recruitment notes
	3 years
	Annually

	Expense claims
	3 years
	Annually




9. Data Purpose and Accuracy
Personal sensitive information will not be used apart from the exact purpose for which permission was given. This information will not be released to any person without the permission of the Data Subject.

We aim to maintain data accuracy regarding any personal information we hold about individuals, however we rely on individuals to update their information.

We will action in a timely fashion to any requests from an individual to erase or amend personal information we hold about them.

10. Subject Access Requests
Anyone whose personal information we process has:

· The right to be informed about the collection and use of their personal data
· The right of access to their personal data and supplementary information and to be aware of and verify the lawfulness of the processing
· The right to rectification - to have inaccurate personal data rectified, or completed if it is incomplete
· The right to erasure (also known as ‘the right to be forgotten’) the right for individuals to have their personal data erased
· The right to restrict processing or suppression of their data
· The right to data portability allows individuals to obtain and reuse their personal data for their own purposes across different services
· The right to object to processing based on legitimate interests or the performance of a task in the public interest/exercise of official authority and direct marketing
· Rights in relation to automated decision making and profiling.
Any person wishing to exercise the right of access should apply in writing by emailing joanna.cook@britishhandball.com

The following information will be required before access is granted:

· Full name and contact details of the person making the request
· Their relationship with the organisation
· Any other relevant information, e.g. timescales involved
They will be required to provide identification in the form of a Driving License or Passport.

Queries about handling personal information will be dealt with swiftly and politely.

We will aim to comply with requests for access to personal information as soon as possible, but will ensure it is provided within one month from receiving the written request as required within the Regulation.

We will provide a copy of the information free of charge. However, we may charge a ‘reasonable fee’ when a request is manifestly unfounded or excessive, particularly if it is repetitive. The fee would be based on the administrative cost of providing the information.
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